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Welcome to 4Hackers!


By accessing or using the 4Hackers platform (the "Platform"), you agree to comply 

with and be bound by these Terms of Use (the "Terms"). Please read them carefully. 

If you do not agree to these Terms, you must refrain from using the Platform.


Note 

The Platform is currently operating on a testing basis. Outputs may contain errors, 

inaccuracies, or unexpected results as the Platform is in development.

�� Purpose and Nature of the Platform

1.1 The Platform uses a language model to provide users with information derived solely from publicly 

available open sources ("Outputs").


1.2 The Platform aggregates and indexes information through third-party internet search providers, 

relying on their ethics, filters, and compliance. The Platform does not maintain a database 

or use any stored data.


1.3 The Platform is offered exclusively for educational and entertainment purposes. The Platform 

and any Outputs it generates are not intended for commercial, professional, or business use. 

Commercial, professional, or business use of the Platform or any Outputs it produces is strictly 

prohibited. You may not sell, license, sublicense, distribute, or otherwise exploit the Outputs generated 

by the Platform for monetary gain or other business purposes.


1.4 The Platform does not offer professional advice of any kind, including but not limited to legal, 

financial, or medical advice. Any reliance on the Platform's Outputs is strictly at your own risk.

�� Data Sourcing and Disclaimer

2.1 The Platform's Outputs are derived from information sourced through third-party internet search 

providers. The Platform itself does not store or originate any data.


2.2 You acknowledge and agree that the Platform merely aggregates and indexes publicly available 

information.


2.3 The Platform does not verify or guarantee the accuracy, legality, or appropriateness of any data 

or Outputs. All Outputs are provided on an "as-is" and "as-available" basis.
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�� User Responsibilities

3.1 Users are solely responsible for ensuring compliance with local laws when accessing or using 

the Platform's Outputs.


3.2 You must not use the Platform or its Outputs to engage in any illegal activities, including but 

not limited to unauthorized access, fraud, or other activities that violate applicable laws.


3.3 By using the Platform, you agree to indemnify and hold harmless 4Hackers, its owners, affiliates, 

employees, and representatives from any claims, damages, liabilities, costs, or expenses resulting 

from your misuse of the Platform or its Outputs.

�� Intended Use

4.1 The Platform is intended to provide threat intelligence for cybersecurity operations, research, 

and risk management purposes only.


4.2 The Platform is not designed for personal, malicious, or unethical activities. Any misuse 

of the Platform for these purposes is strictly prohibited.


4.3 The Platform relies solely on third-party search providers to deliver data and does not perform 

indexing or act as a search engine itself. The Platform provides search results from these third-party 

providers "as-is" and disclaims any responsibility for their compliance with applicable laws. Any claims 

or disputes regarding the legality or accuracy of the data should be directed to the respective third-

party providers.


4.4. Age Restriction. The Platform is intended for use by individuals who are at least 18 years old. 

By using the Platform, you represent and warrant that you are at least 18 years of age.  

4.5 Restrictions On Your Use of the Platform. You may not do, and may not permit anyone to do, 

any of the following in connection with your use of the Platform, unless applicable laws or regulations 

prohibit these restrictions or you have our written permission to do so:


(a) download, modify, copy, distribute, transmit, display, perform, reproduce, duplicate, publish, license, 

create derivative works from, or offer for sale any information contained on, or obtained from or through, 

the Platform, except for temporary files that are automatically cached by your web browser for display 

purposes, or as otherwise expressly permitted in these Terms;


(b) duplicate, decompile, reverse engineer, disassemble or decode the Platform 

(including any underlying idea or algorithm), or attempt to do any of the same; 


(c) use, reproduce or remove any copyright, trademark, service mark, trade name, slogan, logo, image, 

or other proprietary notation displayed on or through the Platform; 
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(d) use automation software (bots), hacks, modifications (mods) or any other unauthorized third-party 

software designed to modify the Platform; 


(e) resell, lease or sublicense the Platform to any third party without our prior consent; 


(f) access, use or exploit the Platform (including Output) to develop any competitive product or service; 


(g) access or use the Platform in any manner that could disable, overburden, damage, disrupt or impair 

the Platform or interfere with any other party’s access to or use of the Platform or use any device, 

software or routine that causes the same; 


(h) attempt to gain unauthorized access to, interfere with, damage or disrupt the Platform, accounts 

registered to other users, or the computer systems or networks connected to the Platform; 


(i) circumvent, remove, alter, deactivate, degrade or thwart any technological measure or content 

protections of the Platform; 


(j) use any robot, spider, crawlers, scraper, or other automatic device, process, software or queries 

that intercepts, “mines,” scrapes, extracts, or otherwise accesses the Platform to monitor, extract, 

copy or collect information or data from or through the Platform, or engage in any manual process 

to do the same; 


(k) introduce any viruses, trojan horses, worms, logic bombs or other materials that are malicious 

or technologically harmful into our systems; 


(l) submit, transmit, display, perform, post or store any content that is unlawful, defamatory, obscene, 

excessively violent, pornographic, invasive of privacy or publicity rights, harassing, abusive, hateful, 

or cruel, or otherwise use the Platform in a manner that is obscene, excessively violent, harassing, 

hateful, cruel, abusive, pornographic, inciting, organizing, promoting or facilitating violence 

or criminal activities; 


(m) violate any applicable law or regulation in connection with your access to or use of the Platform; or 


(n) access or use the Platform in any way not expressly permitted by these Terms.
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�� No Guarantee of Accuracy or Liability

5.1 The Platform provides Outputs derived from publicly available information but does not guarantee 

their accuracy, reliability, or fitness for any purpose.


5.2 4Hackers disclaims all liability for any harm, damage, or legal consequences resulting from the use, 

sharing, or reliance on the Outputs.


5.3 The Platform is not responsible for how the data obtained from its service is used, interpreted, 

or shared by users.

�� Prohibited Uses

6.1 You agree not to use the Platform or its Outputs for any of the following purposes:

A. Illegal Activities: 

Engaging in any activity that violates applicable local, national, or international laws or regulations.


B. Misrepresentation: 

Using the Platform's Outputs in a manner intended to mislead others or as if they are human-

generated.


C. Tampering: 

Attempting to reverse-engineer, decompile, or tamper with the Platform or its underlying technology.


D. Data Exploitation: 

Selling, licensing, or otherwise exploiting the data and Outputs for unauthorized or unethical 

purposes.


E. Special Authorisations: 

Using the Platform for activities requiring special authorisation, licences, or certifications without 

obtaining such authorisation;


F. Commercial Use: 

Selling, licensing, sublicensing, distributing, or otherwise exploiting the Platform or its Outputs 

for commercial purposes;


G. Third-Party Rights: 

Infringing on any third-party rights, including intellectual property, privacy, or publicity rights;


H. Data Extraction: 

Attempting to scrape, mine, or extract data, Outputs, or any content from the Platform other than 

as expressly permitted herein;

6.2 Any violation of these prohibitions constitutes a material breach of these Terms, allowing 4Hackers 

to terminate your access immediately.
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�� Paid Use

7.1 Paid Services: 

4Hackers may offer specific services, features, or access to the Platform that require payment ("Paid 

Use"). Paid Use is subject to the fees, billing terms, and conditions disclosed at the time of purchase.


7.2 Payment Obligations: 

By purchasing or subscribing to Paid Use, you agree to: a) provide accurate, current, and complete 

billing and payment information; b) authorise 4Hackers or its designated payment processor to charge 

the fees to your provided payment method; c) ensure timely payment of all applicable fees.


7.3 Non-Refundable Fees: 

All fees for Paid Use are non-refundable unless expressly stated otherwise in the purchase terms 

or required by applicable law.


7.4 Modification of Paid Use: 

4Hackers reserves the right to modify, suspend, or discontinue any Paid Use offerings, features, 

or pricing at its sole discretion. Such changes will be communicated to you in advance where required 

by law.


7.5 Failure to Pay: 

If you fail to pay for Paid Use, 4Hackers may suspend or terminate your access to Paid Use features. 

Reinstatement of access may require payment of outstanding fees and applicable charges.


7.6 Taxes: 

You are responsible for any applicable taxes, including sales, use, or value-added taxes, resulting 

from your purchase of Paid Use.

�� User Acceptance

8.1 By accessing and using the Platform, you expressly acknowledge and agree that: a) you have read, 

understood, and accepted these Terms; b) you undertake to comply with all of the obligations set out 

herein; c) you will use the Platform strictly for educational and entertainment purposes 

and in compliance with these Terms.


8.2 4Hackers reserves the right to modify or update these Terms at its sole discretion. Updates will be 

effective upon posting. You are responsible for reviewing the most current version of the Terms 

periodically. Continued use of the Platform constitutes acceptance of any updated Terms.
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�� Disclaimers, Limitations of Liability and Indemnification

9.1. Disclaimers


9.1.1. Your access to and use of the Platform are at your own risk. You understand and agree that the 

Platform is provided to you on an “AS IS” and “AS AVAILABLE” basis. Without limiting the foregoing, 

to the maximum extent permitted under applicable law, 4Hackers, its parents, affiliates, related 

companies, officers, directors, employees, agents, representatives, partners and licensors 

(the “Company Entities”) DISCLAIM ALL WARRANTIES AND CONDITIONS, WHETHER EXPRESS 

OR IMPLIED, OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT. 

4Hackers makes no warranty or representation and disclaim all responsibility and liability for: 

(i) the completeness, accuracy, availability, timeliness, security or reliability of the Platform; (ii) any harm 

to your computer system, loss of data, or other harm that results from your access to or use 

of the Platform; (iii) the operation or compatibility with any other application or any particular system 

or device; and (iv) whether the Platform will meet your requirements or be available on an uninterrupted, 

secure or error-free basis. No advice or information, whether oral or written, obtained from 4Hackers 

or through the Platform, will create any warranty or representation not expressly made herein. 


9.1.2. You acknowledge that the Platform may generate Output containing incorrect, biased, 

or incomplete information. 4Hackers shall have no responsibility or liability to you for the infringement 

of the rights of any third party in your use of any Output. You should not rely on the Platform or any 

Output for advice of any kind, including medical, legal, investment, financial or other professional advice. 

Any Output is not a substitute for advice from a qualified professional. You acknowledge that due 

to the nature of generative artificial intelligence tools, other users of the Platform may create and use 

their own Output that is similar or the same as your Output, such as because the same or similar 

User Input was provided, and you agree that such other users can use their own individually created 

Output for their own internal business purposes. 


9.1.3. 4HACKERS TAKES NO RESPONSIBILITY AND ASSUMES NO LIABILITY FOR ANY CONTENT 

THAT YOU, ANOTHER USER, OR A THIRD PARTY CREATES, UPLOADS, POSTS, SENDS, RECEIVES, 

OR STORES ON OR THROUGH OUR SERVICES, INCLUDING ANY OUTPUT. 


9.1.4. YOU UNDERSTAND AND AGREE THAT YOU MAY BE EXPOSED TO CONTENT THAT MIGHT BE 

OFFENSIVE, ILLEGAL, MISLEADING, OR OTHERWISE INAPPROPRIATE, NONE OF WHICH 4HACKERS 

WILL BE RESPONSIBLE FOR. 
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9.2. Limitations of Liability


9.3. Indemnification


TO THE EXTENT NOT PROHIBITED BY LAW, YOU AGREE THAT IN NO EVENT WILL 4HACKERS BE LIABLE 

(A) FOR DAMAGES OF ANY KIND, INCLUDING INDIRECT SPECIAL, EXEMPLARY, INCIDENTAL, 

CONSEQUENTIAL OR PUNITIVE DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT 

OF SUBSTITUTE GOODS OR SERVICES, LOSS OF USE, DATA OR PROFITS, BUSINESS INTERRUPTION 

OR ANY OTHER DAMAGES OR LOSSES, ARISING OUT OF OR RELATED TO YOUR USE OR INABILITY 

TO USE THE SERVICES), HOWEVER CAUSED AND UNDER ANY THEORY OF LIABILITY, WHETHER 

UNDER THESE TERMS OR OTHERWISE ARISING IN ANY WAY IN CONNECTION WITH THE USE 

OF THE PLATFORM OR THESE TERMS AND WHETHER IN CONTRACT, STRICT LIABILITY OR TORT 

(INCLUDING NEGLIGENCE OR OTHERWISE) EVEN IF 4HACKERS HAVE BEEN ADVISED 

OF THE POSSIBILITY OF SUCH DAMAGE, OR (B) FOR ANY OTHER CLAIM, DEMAND OR DAMAGES 

WHATSOEVER RESULTING FROM OR ARISING OUT OF OR IN CONNECTION WITH THESE TERMS, 

OUTPUT, OR THE DELIVERY, USE OR PERFORMANCE OF THE SERVICES OR OUTPUT. THE COMPANY 

ENTITIES’ TOTAL LIABILITY TO YOU FOR ANY DAMAGES FINALLY AWARDED SHALL NOT EXCEED 

THE GREATER OF ONE HUNDRED DOLLARS ($100.00), OR THE AMOUNT YOU PAID THE COMPANY 

ENTITIES, IF ANY, IN THE PAST SIX (6) MONTHS FOR THE SERVICES GIVING RISE TO THE CLAIM. 

THE FOREGOING LIMITATIONS WILL APPLY EVEN IF THE ABOVE STATED REMEDY FAILS OF ITS 

ESSENTIAL PURPOSE.   

By entering into these Terms and accessing or using the Platform, you agree that you shall defend, 

indemnify and hold 4Hackers Entities harmless from and against any and all claims, costs, damages, 

losses, liabilities and expenses (including attorneys’ fees and costs) incurred by 4Hackers arising 

out of or in connection with: (i) your violation or breach of any term of these Terms or any applicable 

law or regulation; (ii) your violation of any rights of any third party; (iii) your misuse of the Platform; 

(iv) any input and any use by you of Output; and (v) your negligence or wilful misconduct. If you are 

obligated to indemnify 4Hackers hereunder, then you agree that 4Hackers will have the right, in its sole 

discretion, to control any action or proceeding and to determine whether Company wishes to settle, 

and if so, on what terms, and you agree to fully cooperate with Company in the defense or settlement 

of such claim. 
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��� Termination

10.1 4Hackers reserves the right to suspend, terminate, or restrict your access to the Platform 

at any time, including for violations of these Terms.


10.2 Upon termination, you must immediately cease using the Platform and delete any Outputs 

or content obtained.

��� Contact Us

If you have any questions, concerns, or feedback regarding these Terms of Use, please contact us 

at support@4hackers.app
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